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1.0  Introduction and Scope  

  

1.1  The internet plays an important role in any learning environment. This policy 

provides the acceptable standards for use of the internet and e-mail systems for all 

employees, volunteers and casual workers at Norton Road Primary School.  

  

1.2  This policy applies to all school employees at the School/Trust. All volunteers and 

casual workers should be made aware of the standards and expectations set out 

within this procedure.  

1.3  This policy should be read in conjunction with Keeping Children Safe in Education 

2025.  

  

2.0  Governing Body/ Headteacher Responsibilities   

2.1  It is the responsibility of the Governing Body to both adopt and review this policy on 

an annual basis and to advise the Headteacher of any required changes.   

  

2.2  Luton HR Traded Services will provide guidance on updating this policy as and 

when appropriate.  

  

2.3  It is the responsibility of the Headteacher to publicise and make this policy available 

to all employees, ensuring that the standards within it are both monitored and 

enforced, and to advise the Governing Body of any breaches of this policy.  

  

2.4  It is the responsibility of both the Governing Body and the Headteacher to take 

corrective and/or disciplinary measures as necessary when a breach of this 

standard occurs, and to contact and co-operate with police and other law 

enforcement agencies where a breach of these standards constitutes a criminal act.  

 

3.0   Employee Responsibilities   

  

3.1  Employees must adhere to the policy in the following circumstances:  

• When working on school premises  

• When using equipment and utilities (including hardware, software or email and 

internet access) provided by the School at home or other locations  

• In all electronic communications with colleagues or children and young people 

including communication via personal computers and mobile phones used at 

school or at home.    

  

3.2 Communication between children and adults, by whatever method, should take 

place within clear professional boundaries. This includes the wider use of 

technology such as mobile phones, text or digital messaging, emails, digital 

cameras, videos, web-cams, websites and blogs.   

  

3.3 Adults should not share any personal information with a child or young person. They 

should not request, or respond to, any personal information from a child or young 



 

 

person, other than that which might be appropriate as part of their professional role. 

Adults should ensure that all communications are transparent and open to scrutiny.  

  

3.4 The policy applies regardless of whether access occurs during or outside of 

contracted work hours. The standards apply to all technology whether provided by 

the school or personally owned. Personally owned technology should not be used to 

communicate with pupils or parents.    

3.5 Employees must alert the Headteacher or a relevant senior member of staff where 

a breach of the policy, by themselves or another employee, is suspected or known 

to have occurred. Failure to do so may result in disciplinary action being taken.  

3.6 School employees are reminded that they should at all times:  

• Have the highest standards of personal conduct (inside and outside of School)  

• Ensure that their behaviour (inside and outside of School) does not compromise 

their position within the school  

• Ensure that their judgment and integrity should not be able to be brought into 

question.  

• Ensure that their relationship with members of the community, via social media, 

does not compromise their position within the school or bring into question their 

suitability to work with children and young people.   

  

4.0  Email Use  

  

4.1  Email has become an essential form of communication within schools for both 

employees and pupils. Email use within school should not be considered private. 

Employees are provided with a school email account and should use this for all 

school communication. All email communication should be traceable in the school’s 

email system.  

4.2  Under no circumstances should employees, volunteers or casual workers contact 

pupils, parents or conduct any school business using a personal email address.  

4.3  Email accounts are provided for business use. Therefore, the content of all emails 

should at all times remain professional and be substantially related to workplace 

matters.  

4.4  Emails should never be sent, forwarded or replied to where the content is adult, 

explicit, offensive or otherwise inappropriate. Any emails received containing such 

content should be reported to the Headteacher.   

4.5  Inappropriate email content includes, but is not limited to:  

• Violent/ threatening emails   

• Abusive/obscene/discriminatory/offensive language  

• Emails that could be construed as bullying  

• Defamatory comments about the School or colleagues  

• Emails with content potentially harmful to the School/Council  

• Emails that could be construed as harassment  

• Insulting or offensive emails  

• Emails containing sexual innuendos  

• Politically biased emails  

• Content contrary to the school ethos  

  



 

 

5.0  Internet Use   

  

5.1  The internet can also be an invaluable educational tool. The school provides internet 

access for business use; it is not a perk or means of entertainment.   

5.2  Websites, web searches and internet pages that are visited should be related to 

workplace matters. However, on occasion, access to websites unrelated to school 

business may be permitted at the discretion of the Headteacher. Please refer to 

point 6.0 for further guidance on personal use of the Internet.  

  

5.3  Employees must not access sites which contain inappropriate material such as, but 

not limited to:  

• Adult or explicit content (including photo or other searches for such material)  

• Incitement (e.g. of racial or other discriminatory hate or ideologies)  

• Radicalisation or the promotion of terrorism  

• Personal ads or dating sites  

• Criminal skills or resources  

• Hacking, virus writing or password cracking  

• Illegal drugs  

• Depiction or advocating of violence or the use of weapons  

• Gambling  

• Tasteless and offensive content e.g. any such jokes, pictures or profanity  

• Internet based Peer to Peer Networks (e.g. LimeWire or BitTorrent etc.)  

• Downloads of games etc. (except for downloads authorised by the School and in 

compliance with Copyright Law).  

   

5.4 Employees must not show any inappropriate websites/pages, videos, images or any 

other online content, on any internet enabled device to pupils. Employees should 

seek clarity from the Headteacher on the appropriateness, including any relevant 

age restrictions, of the online content if they are unsure.  

5.5 Employees, volunteers or casual workers should always preview any 

websites/pages or online services before using these in lessons.  

5.6 Searching for images or videos through open search engines is discouraged when 

working with pupils.  

 

6.0  Personal Use of Internet and Email   

6.1       Access to internet web sites that are unrelated to school business should be 

restricted to out of school hours and designated breaks, and never in the 

presence/view of pupils. It is at the Headteacher’s discretion as to what 

internet activities or access are permissible.  

 

6.2      The sending of emails that are wholly or substantially unrelated to school 

business should be restricted to out of school hours and designated breaks, and 

never in the presence/view of pupils. It is at the Headteacher’s discretion as to 

what Email use is permissible.  

6.3      Personal use of both email and the internet must not breach any of the definitions of     

inappropriate use as defined in this document.  



 

 

 

7.0 Conducting Financial Activities on the Internet  

7.1 While this policy does not specifically ban the use of the internet for conducting 
personal financial transactions, for example Online Banking, on school equipment or 
in school it is discouraged. Residual information from such activities can be left on 
your computer hard drive and could subsequently be accessed by others. The 
School/Trust/Council does not accept any liability for any resulting loss or damage.  

8.0 Consequences of Breaching the Standards Laid out in this Policy  

Any breaches of this procedure will be taken extremely seriously and may amount to 

gross misconduct, and as such will be dealt with in line with the School’s Disciplinary 

Procedure.  

9.0 Monitoring and Reporting   

9.1 The School or their agents will monitor employees’, volunteers’, and casual 

workers’ use of the Internet and email.  

 

10.0 Use of Artificial Intelligence (AI) by Adults in School Settings 

 

Purpose 

This section sets out the expectations for the responsible and lawful use of Artificial Intelligence (AI) 

technologies by adults (including teaching and non-teaching staff, governors, contractors, and 

volunteers) within the school. It ensures that AI use aligns with the school’s values, safeguarding 

responsibilities, and the UK General Data Protection Regulation (UK GDPR) and Data Protection 

Act 2018. 

10.1 Acceptable Use of AI 

Adults may use AI tools to support educational and administrative tasks, including: 

● Planning lessons and creating teaching resources 

● Supporting differentiated instruction and accessibility 

● Automating routine administrative tasks (e.g. drafting reports, timetabling) 

● Data analysis to inform school improvement strategies 

● Assisting with communication (e.g. translation, summarisation) 

  All use must align with the school’s safeguarding duties, equality policies, and broader educational 

objectives. 

10.2 Prohibited Use 

 Adults must not use AI tools for any of the following purposes: 

● Inputting identifiable personal data into public or consumer-grade AI platforms (e.g. 

ChatGPT, Bard, Copilot) without prior authorisation 



 

 

● Generating or disseminating misleading, discriminatory, offensive, or harmful content 

● Using AI to make fully automated decisions affecting staff or students (e.g. grading, 

behaviour reports) without meaningful human oversight 

● Using AI tools for surveillance or monitoring beyond what is explicitly authorised 

● Sharing any school-owned confidential or sensitive information with AI tools not approved 

by the school’s leadership or IT department 

 

11.0 Data Protection and UK GDPR Compliance 

Any use of AI involving personal data must comply with the UK GDPR and Data Protection Act 

2018. Specifically: 

● Lawful Basis: AI must only be used to process personal data when a lawful basis under 

Article 6 UK GDPR is identified (e.g. legal obligation, public task). 

● Data Minimisation: Only data strictly necessary for the task should be processed. 

● Transparency: Data subjects (staff, pupils, parents) must be informed if their data may be 

processed via AI, through appropriate privacy notices. 

● Security: Only secure, vetted AI tools should be used. Free, web-based AI platforms (e.g. 

ChatGPT or similar) must not be used with personal or sensitive data unless approved. 

● International Data Transfers: Personal data must not be transferred outside of the UK 

unless appropriate safeguards (e.g. UK-approved Standard Contractual Clauses) are in place. 

Important: No staff member may input names, student identifiers, behavioural records, health data, 

or safeguarding-related information into any AI platform unless authorised and compliant with data 

protection rules. 

 
12.0 Conducting financial activities on the Internet 

      12.1 While this policy does not specifically ban the use of the internet for conducting personal 
financial transactions, for example Online Banking, on school equipment or in school it is 
discouraged. Residual information from such activities can be left on your computer hard drive 
and could subsequently be accessed by others. The School/Council does not accept any 
liability for any resulting loss or damage.  

13.0 Consequences of Breaching the Standards Laid out in this Policy  

   Any breaches of this procedure will be taken extremely seriously and may amount to gross 

misconduct, and as such will be dealt with in line with the School’s Disciplinary Procedure.  

14.0 Monitoring and Reporting   

14.1 The School or their agents will monitor employees’, volunteers’, and casual workers’ use of the 

Internet and email.  



 

 

 

 

15.0 Data Protection and UK GDPR Compliance 

15.1 Responsibilities of Pupils Using AI 

o Support understanding (e.g. explaining a concept in a different way)  
o Generate ideas (e.g. story starters, planning)  
o Practise skills (e.g. quizzes, spellings)  

● With expectations:  
o Pupils should always think for themselves first  
o AI should support, not do the work for them  

o Outputs should be checked for accuracy  

15.2 Unacceptable Use of AI by pupils 

Be explicit and firm: 

● Pupils must not:  
o Submit AI-generated work as their own  
o Use AI to complete homework without understanding it  
o Use AI to cheat in assessments  
o Generate inappropriate, harmful, or unsafe content  
o Use AI tools that are age-restricted (e.g. 13+) without supervision  

 
15.3 Online Safety and Safeguarding 

Link strongly to existing safeguarding policy: 

● Pupils should:  
o Never share personal information (name, school, address, photos)  
o Avoid entering sensitive information into AI tools  
o Report anything upsetting, confusing, or inappropriate  

● Staff should:  
o Pre-approve AI tools used in school  

o Use filtered/safe platforms where possible  

 
15.4 Accuracy and Critical Thinking 

This is key for AI: 

● Teach pupils that:  
o AI can be wrong or “make things up”  
o Information must be checked against trusted sources  

o Not everything online is true  

15.5 Homework Expectations 

Clarify for parents and pupils: 

● AI may be used:  
o For support (e.g. explaining, planning, checking)  

● AI may not be used:  
o To complete work independently and submit it as their own  



 

 

● Encourage:  
o Parents to supervise AI use at home  

o Pupils to explain their learning in their own words  

15.6 Monitoring and Policy Review 

The school reserves the right to monitor AI tool usage within its network to ensure compliance 

with this policy. This section will be reviewed annually, or sooner if there are changes in law or 

technology. 

16.0 Social Media 

Core Principles (for everyone) 

● Social media use must protect safeguarding, privacy, and wellbeing.  

● Online behaviour should reflect the same standards as offline conduct.  

● Clear understanding that online actions leave a digital footprint.  

16.1 Expectations for Staff 

 
Professional boundaries 

Staff must not:  
o Add or follow pupils on personal social media accounts.  
o Communicate with pupils via personal platforms (e.g. Instagram, Snapchat, WhatsApp).  

● Only use school-approved platforms for communication.  

Privacy and reputation 

Staff should:  
o Use strong privacy settings.  
o Avoid posting content that could bring the school into disrepute.  

o Never share confidential school or pupil information.  

Use of images 

● No posting of pupil photos/videos on personal accounts.  

● Follow school consent procedures when sharing via official channels.  

Reporting concerns 

Staff must report:  
o Inappropriate online contact with pupils.  

o Safeguarding concerns arising from social media use.  

16.2 Expectations for Pupils (Age-appropriate) 

Access and use 

Pupils should:  
o Only use social media platforms appropriate for their age (many are 13+).  

o Not access social media during school unless directed for learning.  

Online behaviour 



 

 

Teach and reinforce:  
o Being respectful and kind online.  
o Not sharing personal information (name, school, location).  

o Not posting or forwarding harmful or inappropriate content.  

Cyberbullying 

Clear statement that:  
o Cyberbullying is not tolerated.  
o Incidents will be treated seriously, even if they occur outside school.  

Seeking help 

Pupils should know:  
o To report anything worrying to a trusted adult in school.  

o How to block/report users on platforms (taught in lessons).  

16.3 Use of School Social Media Accounts 

Only authorised staff manage official accounts.  
Content must:  
o Be appropriate, inclusive, and safeguarding-compliant.  
o Not identify pupils without consent.  

● Comments/messages should be monitored and moderated.  

16.4 Education and Prevention 

Regular teaching through:  
o PSHE / Computing curriculum  
o Safer Internet Day activities  
Focus on:  
o Privacy  
o Digital footprints  
o Online relationships  

o Misinformation  

16.5 Responding to Incidents 

Clear procedures for:  
o Cyberbullying  
o Online grooming concerns  
o Sharing of inappropriate images/content  

● Links to safeguarding policy and escalation routes (DSL involvement).  

 
16.6 Parents and Carers 

Guidance for parents on:  
o Age restrictions for apps  
o Monitoring children’s social media use  
o Reporting concerns to school 

 



 

 

 



 

 

  



 

 

 


